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History of Serverless

- AWS Lambda - Reinvent 2014

* Google Cloud Functions 2016
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A few customers already...
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Defining Serverless

e Scale to zero cost

* Pay for usage (~100 ms inc




Types of Serverless

e App tier <= we will focus here
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Todays Discussion




Why Serverless?

AWS re:Invent &

Faas and Furious by Forrest Brazeal rer Invent
' @AWSrelnvent

© 2018 Forrest Brazeal

SERVERLESS

"Steer away from serverless! Full speed ahead!"

12:31 PM - 10/8/15 - 10
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No server is easier to manage than no
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What about Lock In?

Hidden Figures, Fortran, Diana,
And Multi-Cloud Serverless

cloudevents




CNCF Serverless

intrinsic | | “Protego
PURESEC]| |jtasatstack

Security

Framework

Hosted Installable

Platform

https://landscape.cnct.io/format=serverless

https://landscape.cncf.io/



Choices to make”?

e Secrets Management

e Language to use




Secrets Management

e Hardcode the password

* Use a property -
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Sizing

Memory: 128 mb to 3 GB (CPU matches

Timeout: 1 sec to 15 min
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function
Language
runtime

Execution

Environment

Compute
substrate

Costing in 100 ms increments

https://github.com/alexcasalboni/aws-lambda-power-tuning



Eventing Model
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Network Endpoints
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|solation

Your Code

Lambda Runtime

. Sandbox One Function
VPC eﬂdeIﬂt Guest OS
Or nOt’? Hypervisor
Host OS
Many
Accounts

Hardware

Your Code

Lambda Runtime

sandbox Shared VPC

Guest OS

Ty—— Firecracker Ten ancy on |y

Host OS

EC2 Bare Metal

Hardware




Frameworks?

AWS Serverless Application Model - Natively supported with CloudFormation

Apex - Go/Java/JavaScript/Python/(Others) - Hookable build process, supports deploying
infrastructure using Terraform - Go

Chalice - Python2.7 - Written by AWS, still in preview - Python

Gordon - Go/Java/JavaScript/Python/Scala - Automatically packages dependencies, integration
with pip/npm/gradle, Deploys resources using CloudFormation - Python

Serverless - Java/JavaScript/Python/Scala - Lots of Plugins, Deploys resources using
CloudFormation - JavaScript

Zappa - Python
Backand - Node.JS/JavaScript - A serverless development platform built to make AWS Lambda

easier. Create your own Lambda functions, or connect your AWS account to use your Lambda
functions in the Lambda Launcher tool, providing easy access to running your Lambda functions
FuselLess - CFML/ColdFusion - a toolkit for running Lambda functions written in CFML.



http://docs.aws.amazon.com/lambda/latest/dg/deploying-lambda-apps.html#serverless_app
http://apex.run/
https://github.com/awslabs/chalice
https://github.com/jorgebastida/gordon
https://github.com/serverless/serverless
https://github.com/Miserlou/Zappa
https://www.backand.com/
https://fuseless.org/
https://github.com/google/dagger
https://github.com/FasterXML/jackson-jr

Serverless Application
Vioael

CloudFormation extension optimized for Serverless

erverless resource types: functions, apis, tables

ocal testing with SAM CLI

https://github.com/awslabs/aws-sam-cli




Message Comparison

Serverless

Guaranteed
Ordering

Message Access
Delivery

Data retention
period

Number of
Messages

Parallel
Consumers

Delivery
destination types

Row/Object Size

Amazon MQ

No

Yes

Pull or Push
exactly-once

Unlimited

Unlimited

Yes

ActiveMQ Clients

Unlimited

Kinesis Data
Streams

Yes

Yes with shard

Pull or Push (http/2)

At least once

Unlimited

Multiple consumers
per shard with
independent
iterators

Kinesis Consumers
(KCL, Lambda
SDK)

1 MB

SQS (Standard)

Yes

No

Pull

At least once

120,000 limit

Multiple readers
(but only one
message per reader
at a time)

SQS Readers,
Lambda

256 KB (TB / S3)

SQs (FIFO)

Yes

Yes with Message
Group

Pull

exactly-once

20,000 limit

One consumer at a

time

SQS Readers

256 KB

SNS

Yes

No

Push
retries

Until retry
completes

Unlimited

Multiple
subscribers per
topic

http/s, mobile push,
sms, email ,sqs,
lambda

256 KB

| MSK

No

Yes on a topic

Pull

exactly-once

”?
Unlimited
Yes

Kafka clients

Unlimited




A tew Tips for Lambda

* Minimize your package size, use only needed SDK modules
spring boot probably not, see fargate

e Put your dependency .jar in separate /lib dir

* Use smaller loC framework (like dagger?) to load quickly




Top 10 Security Concerns for
Serverless

1: Function Event Data Injection

2: Broken Authentication

3: Insecure Serverless Deployment Configuration

4: Over-Privileged Function Permissions & Roles

5: Inadequate Function Monitoring and Logging




Cold Start

Download  Start new Bootstrap Start your
your code container the runtime code

Warm

|
Cold start start




Cost Model of Serverless

https://s3.amazonaws.com/lambda-tools/pricing-calculator.html

AWS Lambda Pricing Calculator

7 A3
) ( N 0 =t Number of Executions 100000000
— G + ./:,‘(/ } A{: ’f]
. ‘@. o *»:,%1» .‘ISL',“;Z " Enter the number of times your Lambda function will be called per month
= x;; 008 108 Kin "
\ ‘\ [/ , LA v(/,‘ \,\: b K,

Y =Tm

Allocated Memory (MB) 1024

Enter the allocated memory for your function

Estimated Execution Time (ms) 200

Enter how long you expect the average execution will take in milliseconds

Include Free Tier © Yes No

TOTAL COSTS Request Costs: $19.80

7/ 10
" 2 \ |7 Res | g1Y=2= Y Execution Costs: $326.73
A & | ha_ed N2\ g T A3 AK 0y
TSN AR QG b
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$346.53/month

AWS Fargate Pricing Calculator

Whole Month (730hrs) x 0.25vCPU

$10.632/month

http://fargate-pricing-calculator.site.s3-website-us-east-1.amazonaws.com/



INnvoking Serverless

https://docs.aws.amazon.com/lambda/latest/dg/invoking-lambda-function.html

APl GW AL




Monitoring with XRay

scorekeep-move

random-name AWS: DynamoDE: Toble

avg. 688ms
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random-name
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Key Use Cases

 Web Application

o Batch Processing

o Stream Processing




Web Application

Amazon Amazon S3
CloudFront

Amazon Cognito

Browser

Amazon API Dynamic content in Data stored in
Gateway AWS Lambda Amazon
DynamoDB




Batch Processing

AWS Lambda:
Mappers

AWS Lambda: Amazon S3
Reducer Results
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Amazon S3 AWS Lambda:
Object Splitter
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Amazon DynamoDB:
Mapper Results

Analytics & Processing




Stream Processing

Amazon DynamoDB:
Device thresholds

Kinesis Data Streams: Kinesis Data Analytics: AWS Lambda:

Ingest stream Time window aggregation Alert function
.

Kinesis Data Firehose: Amazon S3: Amazon SNS:

Error stream Error records Notifications




Data Lake
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- . Amazon Amazon IAM
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Security & auditing
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A AWS Key AWS Amazon

Management CloudTrail Macie
Service (aws kms)



Vlachine Learning
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3. Store image Lambda Step Functions ore metadata
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Mobile Backend

AWS Cloud aws

_—> \ =y

Amazon Cognito




Control Plane / Security

https://github.com/awslabs/aws-lambda-security-controls

ec2-approved-regions
ec2-asg-require-instance-profile
ec2-instance-profile-no-wildcards
ec2-no-public-amis
ec2-security-group-open
security-group-ingress-not-single-host
amazon-glacier
s3-enable-aes-256-encryption
s3-enforce-encryption-on-bucket
s3-public-bucket-detection-remediation
s3-require-customer-managed-keys

AWS Config

s3-bucket-versioning-enabled
cloud-trail-enabled
root-account-mfa-enabled
encrypted-volumes
eip-attached

CloudWatch Events

Targets

Event Source
Build or customize an Event Pattern or set a Schedule to invoke
Targets.

@ Event Pattern @ Schedule @

Build event pattern to match events by service
Service Name AWS Console Sign-in

Event Type Sign-in Events

@ Anyuser Specific user(s) by ARN

v Event Pattern Preview Copy to clipboard Edit
{
"detail-type": [
"AWS Console Sign In via CloudTrail"
]
}

Select Target to invoke when an event matches your Event Pattern or
when schedule is triggered.

SNS topic
Topic® config-topic

» Configure input

© Add target*




ava @ AWS

Streaming Client-Side Build Tools
Kinesis HTTP/2 Bi- . : Cloud
sl Directional $d|'l):§: gh'rld l;grl;cy Development
Library Streaming 2 SE = Kit (CDK)
Kinesis Beanstalker .
Consumer Maven E‘::lak::i:;r
Library Plugins

AWS SDK
for Java (v2)

Execution Environments

AWS SDK
for Java (v1)

Legend

Ships with SDK (v2)

Ships with SDK (v1)

AWS Open Source

3rd Party Open
Source




ava with Serverless

https://github.com/awslabs/aws-serverless-java-container

Spring - aws-serverless-java-container-spring
Spring Boot - aws-serverless-java-container-spring
Jersey - aws-serverless-java-container-jersey
Spark - aws-serverless-java-container-spark
Struts2 - aws-serverless-java-container-struts2



https://github.com/awslabs/aws-serverless-java-container/wiki/Quick-start---Spring
https://github.com/awslabs/aws-serverless-java-container/wiki/Quick-start---Spring-Boot
https://github.com/awslabs/aws-serverless-java-container/wiki/Quick-start---Jersey
https://github.com/awslabs/aws-serverless-java-container/wiki/Quick-start---Spark
https://github.com/awslabs/aws-serverless-java-container/wiki/Quick-start---Struts

Containers Quick View

o KN @ Amazon EKS

Amazon EC2

Amazon EKS Provision an Deploy worker Connect to EKS Run Kubernetes apps
Amazon EKS makes it easy EKS cluster nodes for your EKS
to run Kubernetes on AWS product-page-diagram-AmazonEKS-v2 [€F

i

> E Amazon EC2

Launch containers
[ @ on EC2 @
AmazonECS z -
Container Registry . L.
Define your application

Build images and Amazon Elastic
store using ECR or any

other repository

8 Manage containers
Container Service Select container images and Q_) Amazon ECS scales your
resources needed for your @@ application and manages your
application containers for availability
AWS Fargate
Launch containers
on Fargate

f & AWS Fargate

. o Cor;itamﬁr $ervnce AWS Fargate _ .
Build a container image Define the images Launch containers and AWS Launch containers Manage containers

and resources
needed for your
application

Fargate manages all of the AWS Fargate runs your Amazon ECS scales your
underlying container containers for you application and manages your
infrastructure containers for availability

[




No cluster mgmt
Awsvpc networking
Task Roles

ask metadata

Fargate shared security responsibility model

Run continuously

)

[ ‘ Customer Data

Ll J

=

E t Identity & access management

("]

>

v ‘ Network and firewall configuration
~—

Infrastructurg Regions Availability Zones
scaling / capacity

Edge locations

ECS scheduler /
control plane



Not Quite for Fargate

e GPUs

 Running windows native container

s Spof Blect ne B DREAE




New Features 2018

. I_ I g N ‘Firecrocker

AWS Cloud9 AWS Toolkit AWS Toolkit AWS Toolkit
for PyCharm for IntelliJ for VS Code




erverless Programming

API Gateway

AWS CloudMap




ecosystem & Impact

Amazon Athena AWS Step Functions

Amazon Redshift




AWS Geek (re)View
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AWS Geek
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| ambaa Layers Demo

https://github.com/awslabs/aws-lambda-container-image-converter

S # Welcome to img2lambda!

httos://aithub.com/clareliauori https://twitter.com/clare_liguori


https://github.com/clareliguori

CDK Demo

https://github.com/awslabs/aws-cdk




Git hook example

aws Cloud
g
i ;
Amazon S3 SSH
Key bucket
EA  Gitpush 3w party Git  Git webhook : O
, " repository ' i 2
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CQRS Example

Availability Zone 1 Availability Zone 2

N
\ 4

N
4

mazon API Gateway

Command




Resources

https://github.com/awesome-lambda/awesome-lambda

https://github.com/aws/aws-xray-sdk-java

https://github.com/turnerlabs/terraform-ecs-fargate

https://github.com/turnerlabs/fargate




